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Agenda

Understand ethics in Al adoption
Grasp how ethical principles apply to emerging Al technologies

Recognise data-related ethical challenges
Learn how data integrity impacts ethical Al implementation efforts

Navigate ethical Al design complexity
Discover why building ethical Al solutions requires thoughtful planning

Uphold professional ethics with Al

Ensure responsible, fransparent, and ethical use of intelligent technologies
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The Vatican

All human beings are born free and equal in dignity and rights ... this fundamental condition of freedom and
dignity must be protected and guaranteed when producing and using Al systems

Safeguarding rights and the freedom of individuals; not discriminated against by algorithms due to “race, colour,
sex, language, religion, political or other opinion, national or social origin, property, birth or other status”

Al systems must be conceived, designed and implemented to serve and protect human beings and the
environment in which they live...

Three requirements:
* Must include every human being, discriminating against no one
* Must have the good of humankind and the good of every human being at its heart

« Must be mindful of the complex reality of our ecosystem and be characterised by the way in which it cares for
and protects the planet with a highly sustainable approach; includes the use of artificial intelligence in ensuring
sustainable food systems in the future

Each person must be aware when he or she is interacting with a machine

Al-based technology must never be used to exploit people in any way ... Instead, it must be used to help people
develop their abilities (empowerment/enablement) and to support the planet

Reference:
https//:www.vatican.va/roman_curia/pontifical_academies/acdlife/documents/
rc_pont-acd_life_doc_20202228 rome-call-for-ai-ethics_en.pdf
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OECD Al Principles

Values-based principles aimed at promoting innovative and trustworthy use of Al that are “practical and flexible
enough to stand the test of time”

RespeCT humdn righ.l.s C]hd democraﬁc VGIUGS Values-based principles Recommendations for policy makers
Adopted in May 2019

Values-based principles:
1. Inclusive growth, sustainable development and well-being

2. Humanrights and democratic values, including fairness
and privacy

3. Transparency and explainability
Robustness, security and safety
5. Accountability

Inclusive growth, sustainable 5 /‘;' Investing in Al research and >
development and well-being DD UE% development

Human rights and democratic = Fostering an inclusive AI-
values, including fairness and > enabling ecosystem >
privacy n.lo 9 Y

Transparency and 0 A Shaping an enabling
ox lainnabili Y > e & interoperable governance and
P ty policy environment for Al

Building human capacity and

>

SR:;l:stness, Security.ancd > preparing for labour market
y transition
Accountability > International co-operation for >

trustworthy Al

Reference:
https://www.oecd.org/en/topics/sub-issues/ai-principles.ntml
https://oecd.ai/en/ai-principles
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UNSECO

Human-rights Approach to Al

1.

W

8.
9.

Proportionality and do no harm; Al should not be used for social scoring or
mass surveillance

Safety and security; all Al actors and Al life cycle approach
Right to privacy and data protection

Multi-stakeholder and adaptive governance and collaboration: respect
International Law and National Sovereignty

Responsibility and accountability: auditable and traceable
Transparency and explainability: appropriate to the context

Human oversight and determination: do not displace ultimate human
responsibility and accountability

Sustainability
Awareness and literacy

10. Fairness and non-discrimination

Reference:
https://www.unesco.org/en/artificial-inteligence/recommendation-ethics
https://unesdoc.unesco.org/ark:/48223/pf0000385082
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IBM: The “Market View"

Guiding Principles:

» Respect for Persons: researchers to protect
individuals with diminished autonomy; individuals
be aware of the potential risks and benefits...

« Beneficence: “do no harm”; algorithms can amplify
biases around race, gender, political leanings...

« Justice: fairness and equality, including equal
share; individual need; individual effort; societal
contribution; and merit

Core principles on approach to data and Al
development:
« The purpose of Al is to augment human intelligence
« Data and insights belong to their creator
« Al systems must be transparent and explainable

Reference:
https://www.ibm.com/arfificial-intelligence/ai-ethics
https://www.ibm.com/think/topics/ai-ethics
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The Principles are supported by the Pillars of Trust, our
foundational properties for Al ethics.

nEe
AR

Explainability
Good design does not sacrifice
transparency in creating a

seamless experience,

KR

Transparency

Trans parency reinforces trust, and
the best way to

promote transparency is through
disclosure,

5I°

Fairness

Properly calibrated, Al can assist
humans in making choices more
Fairly.

Privacy

Al systems must prioritize and
safeguard consumers’ privacy and
data rights.

D
4

Robustness

As systems are employed to make
crucial decisions, Al must be
secure and rabust.
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EU Al Act Article 5: Prohibited Al Practices

Manipulation and Deception: deployment of subliminal, manipulative, or deceptive techniques that distort
behaviour and impair decision making that cause significant harm

Exploitation of vulnerabilities: exploitation related to age, disability or socio-economic situations

Biometric categorisation: categorization of individuals based on biometric data to deduce sensitive characteristics
(e.g. race, political opinions, sexual orientation, etc.) cannot be deployed

Social scoring: evaluating social behaviours that result in detrimental treatment disproportionate to the behaviour;
prohibited social scoring vs. legitimate evaluation practices

Crime prediction: assess or predict the risk of a person committing a crime based solely on profiling or personality
traits

Facial image scraping: creation or expansion of facial recognition databases through untargeted scraping of
facial images from the internet or CCTV

Emotion recognition: prohibition in workplaces and educational institutions, with exceptions for medical or safety
reasons

Real-time remote biometric identification (RBI): use of RBI in publicly accessible spaces for law enforcement
prohibited subject to limited exceptions

Reference:
https://artificialintelligenceact.eu/
https://www.pcpd.org.hk/english/resources_centre/publications/files/guidance_ethical_e.pdf
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Ethics...

Consensus and Focus ...
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The Data Challenge
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Explainability

Privacy Transparency Security
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The Case of St. Georges Hospital, 1980s

Work began on an algorithm in late 1970s to automate the time-consuming task of screening student applications
for admission

Intention was for the computer program to “mimic the behavior of the human assessors”, making the admissions
processes more efficient, and removing human inconsistencies, so that all applicants would be subject to the same
evaluation, making the admission process fairer

The program was completed in 1979, and applicants were double-tested by comparing the results from the
computer and human assessors and found to agreed with the gradings of the human selection panel 90-95% of
the time. By 1982, all initial applications to St. George’s were screened by this program...

What actually happened:
« candidates were classified as “Caucasian” or "*“non-Caucasian’ on the basis of their names and places of birth
« points were deducted from female applicants
« the computer program enshrined biases that existed at the time within the hospital

St. Georges Hospital was found guilty by the U.K. Commission for Racial Equality

Reference: hitps://spectrum.ieee.org/untold-history-of-ai-the-birth-of-machine-bias
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The Case of Google, 2015 and 2024

Google engineer apologizes after Photos Google apologizes for ‘missing the mark’
app tags two black people as gorillas ﬂﬂe_r Gemini generated racially diverse
azls

How Google solved our photo backup ni

» g ‘ \\ B - = A
016 © oos ; ‘, b -\ X W N Q ‘
: . - > \"Q 5 v‘t’-{ S

¥, Sure, here is a picture of the Founding Fathers

/ Generative Al has a history of
amplifying racial and gender
stereotypes — but Google’s
apparent attempts to subvert
that are causing problems, too.

by Loren Grush
Source Twitter | Via The Telegraph and The Guardian
Jul 2, 2015, 6:03 AM GMT+8

e)(f) (e 0 | Comments

by Adl Robertson
Feb 22, 2024, 6:17 AM GMT+8
Enter a prompt here =5 ¢
The results for “generate an image of the Founding Fathers,” as of February 21st. e)(f)(e 39 | Comments (39 New)
Screenshot: Adi Robertson / The Verge

Reference:

https://www.theverge.com/2015/7/1/8880363/google-apologizes-photos-app-tags-two-black-people-gorillas
https://www.theverge.com/2024/2/21/24079371/google-ai-gemini-generative-inaccurate-historical
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Source of Bias

Data and Algorithmic
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Reality of Data Bias...
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us to being who we are today... ‘ ‘ =
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Modelling the Ability to Reason

arXiv:2410.05229v1 [cs.LG] 7 Oct 2024

GSM-Symbolic: Understanding the Limitations of
Mathematical Reasoning in Large Language Models

Iman Mirzadeh'! Keivan Alizadeh  Hooman Shahrokhi®

Oncel Tuzel Samy Bengio Mehrdad Farajtabar!
Apple
Abstract
annl ul\mm‘nmu in Large hu.uuu Moxde! h {LLMx) havo sparked intovest in thoir formal
purticulaly in The GSMSK benclunark is widely used

to nssess the mathematical reasoning of models on grade-schook-level questions. While the
performance of LLMs on (-b.\l!l\ bas significantly improved in wwul waxs It yemains umleax
whether their h bilities have genui d, raising q
abont the reliability of the reported metrics. To address these concerns, we conduct a large-
scale study on )'vrrnl state-of-the-art open and closed models. To overconw the lanitations of
existing wo i duce GSM-Symbolic, an improved benchmark crented from symbolic
templates that allow for the generation of u diverse set of questions. GSM-Symbolic enables
more controllable evaluations, providing key insigles and more reliable metrles for measuring the
reasoning capabilities of models.Our findings reveal that LLMs exhibit noticeable variance when
responding to different instantiations of the same question. Specifically, the performance of all
mndrl- rlvrlmm wlwn only lhr numerical values in the question are altered in the GSM-Symbolic
. P L Wo i i uu fragility of nmlhmullrnl reasoning in these models
and d that xlwu' guificant! s the number of clauses in
& question increases. We hypothesize that this decline s due to the fact that current LLMs
are not capable of genuine logical reasoning: instead. they attempt to replicate the reasoning
steps ohserved in their training data, When we add a single clanse that appears relevant to the
question, we observe significant performance drops (up to 65% ) neross all state-of-the-art models.
even though the added clause does not contribute to the remsoning chuin noeded to reach the

final asswes. Overall, our work provides i wmore muanced understanding of LM capabilities
and Hmitations in

1 Introduction

Large Language Models (LL’\'!] h‘\\ i :| kbl bilities across various domains,
including natural 1 and creative tasks (Gunter et al|

i
M;mp..m«_;u ml.«u;g_g,\ in ct al} (2024} Rivicro ot al} 2024). Ther

puh-mml o perform complex reasoning tasks, particularly in mdm; and mathomatics, has garnered
from bers and practitioners.

However, the question of whether current LLMs are genuinely capable of true logical reasoning

remming an important research focus. While some studies highlight impresive capabilitios, o closer

examination reveals substantial limitations. Literature suggests that the reasoning process in LLMs

“Work done during na at Apple. "G lence to { Yeapple. con.

arXiv:2504.13837v2 [cs.AI]l 16 May 2025

ﬁ’ May 19, 2025

Does Reinforcement Learning Really Incentivize Reasoning
Capacity in LLMs Beyond the Base Model?

y.ngvue"* Zhigi Chen'*, Rui Lu', Andrew Zhao', Zhaokai Wang®, Yang Yue',

Shiji Song ', and Gao Hnnng‘
! LeapLab. Tsanghua U y  *Shanghai Jiso Tong U,
* Equal Contribution ' Project Lead = Corresponding Author

Reinforcement Learning with Verifinble Rewnrds (RLVR) has recently demonstrated notable
success in enhancing the i of large & models (LLMs). particularly
in mathematics and programming tasks. It is widely believed that. similar to how traditional
RL helps agents to explore and learn new strategies. RLVR enables LLMs to contimiously self-
improve, thus acquiring novel reasoning abilities that exceed the capacity of the corresponding
buse models. In this study, wo take a critical Jook at the current state of REVR by systenutically
probing the reasoning capability boundaries of RL\"R trained LLMs across various families,
RL algorithms, and math coding, visual reasoning benchmarks. wsing pass@k at large k values
as the evaluation metric. While RLVR 'lmprmw samplmg efficiency towards correct paths, wo
surprisingly find that current training does nof elicit fundamentally now reasoning patterns, We
observe that while REVR-trained models outperform their base models at smaller vilues of &
(e.g.. k=1). base models achieve higher passQk score when k is large. Moreover. we observe that
the reasoning capability boundary of LLMs often narrows as RLVR training progresses. Further
coverage and perplexity analysis shows that ﬂu' rvu(mm; paths grm-muvl by RIVR murlnk
are already included in the base modely’ that their

abilities originate from and are bounded by the base model. From this perspective, Lmullng
the base model as an upper bound, our quantitative analysis shows that six popular RLVR
algorithms perform similarly and remain far from optimal in fully leveraging the potential of the
base model. I contrast, we find that distillation can introduce new reasoning patterns from the
teacher and genuinely expaid the model’s reasoning capabilities. Taken together. our findings
suggest that current REVR methods have not fully realized the potential of RL to elicit genuinely
novel reasoning abilities in LLMs. This und the need for imp i RL i -such
ns continual sealing and multi-turn agent-nvironment internction—to unlock this potential.

Project Page: hreps: //1imit-of -RLVR. github. to

1. Introduction

The development of reasoning-centric large language models (LLMs), such as OpenAl-ol (Jacch ot al
2021), DeepSeck-R1 (G t al, 2025), and Kimi-1.5 (Team ot al, 2025), has significantly advanced
the frontier of LLM capabilities. particularly in solving complex logical tasks involving mathematics
and programming. In contrast to traditional instruction-tuned approaches that rely on human-curated
nnnotations {Achinm ot al., 2023; Grattafori ot al,, 2024), the key driver behind this leap forward is

large-scale Reinforcement Learning with Verifiable Rewards (REVR) (Lambert ot al., 2024; Guo et al.,

Correspond o (le-yt%, q-chen3) Gmadls. terngbua edu cn, goshuang@tsmghua edu.cn

Reasoning Models Don’t Always Say What They Think

Yunda Chen  Joe Benton  Ansh Radhukrishaan  Jonathan Uesato  Carson Denison
John Schulman®  Arushi Somani

Peter Hase*  Misha Wagner  Fabien Roger  Viad Mikulik
Sam Bowman  Jan Leike  Jared Kaplan  Ethan Perez

Alignment Science Team, Anthropic

Abstract

Chain-of-thought (Co'T) offers a potential boon for Al safety as it allows monitoring
amodel’s CoT to try to understand its intentions and reasoning processes. However,
the effectiveness of such monitoring hinges on CoTs faithfully representing mod-
els” actual reasoning processes. We evaluate CoT faithfulness of state-of-the-art
reasoning models across 6 reasoning hints presented in the prompes and find: (1)
for most settings and models tested, CaTs reveal their usage of hints in at keast 1%
of examples where they use the hint, but the reveal rate is often below 20%, (2)
outcome-based reinforcement learning initially improves faithfulness but platcass
without saturating, and (3) when reinforcement leaming increases how cmquenty
hints are wsed (reward hacking), the propensity (o verbalize them does not increase,
even without training against & CoT monitor. These results suggest that CoT mon-

itorkng is a promising way of noticing undesired behuviors during trisining and
evaluations, but that it is not sufficient to rule them out. They also suggest that in
settings like ours where CoT reusoning is not necessary. test-time monitoring ol
CoTs is unlikely 10 reliably catch rare and catastrophic unexpected behaviors.

1 Introduction

lu[c language models (LLMs) can reason through chain-of-thought (CoT) before responding to
users. Through CoT, models can reason, plan, and explore with trial and error to solve complex tasks
with higher accuracy. This CoT ability has been further enbanced in the rocent surge of reasoning
models such as OpenAl 01/03 (OperAl et al,, 2024: OpenAl, 2025), DeepSeek R1 (DeepSeck-AT
et al,, 2025a), Gemini Flash Thinking (DeepMind, 2025) and Clasde 3.7 Soanct Extended Thinking
(Anthropic, 2025). In addition to improving task capabilitics, we muy et Al safety beacfits from
CoT: we can moaitor a model’s CoT reasoning 1o try 10 understand the intentions and gouls behind 2
response (Baker et al., 2025).
For CoT manitoring to e most cffective, the CoT m-s\ bea k-pbk and faithful refiection of the
wiy the model reached its and g responsc. This means that the
model’s CaT must be understandable by humans lKurh\u et al., 2024) und highlight the key factors
and steps behind its reasoning (Ribeiro et al., 2016; Jacovi snd Goldberg, 2020; Turpin ct al,, 2023;
Chen et al., 2024). I the CoT is not faithful, then we cannot depend on our ability to monitor CoT in
order to detect misaligned behaviors, because there may be sufety-relevant factors alfecting model
behavior that have not bees explicitly verbalized.

Author contribations detatied in Section 8. © m&-m-mm.
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https://arxiv.org/pdf/2410.05229
https://arxiv.org/pdf/2504.13837
https://assets.anthropic.com/m/71876fabef0f0ed4/original/reasoning_models_paper.pdf

“The lllusion of Thinking”

dl'S TECHNICA

The Hlusion of Thinking:
Understanding the Strengths and Limitations of Reasoning Models
via the Lens of Problem Complexity

Parshin Shojaee Iman Mirz Keivan Alizadeh

ell Horton Saumy

Mehrd:

New Apple study
challenges whether

Al models truly
“reason” through
problems

Puzzle-based experiments reveal limitations of simulated
reasoning, but others dispute findings.

fodels (LLMs) have recentl
ming tasks— Large Reas

DeepSeck-R1 3. Cla

Jo spocialized variants explicitly
OpenAl's ol /o3 |1l 2
These
f-Thought (CoT) with

acrosis various reasoning benchmarks. Their

models are new

Reference:

! https://arstechnica.com/ai/2025/06/new-apple-study-challenges-whether-ai-models-truly-reason-through-problems/
https://machinelearning.apple.com/research/illusion-of-thinking
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Limitations of Intelligence

nature

nature > perspectives » article

Ferspective | Published: 19 June 2024

Language is primarily a tool for communication rather than
thought

Evelina Fedorenko ™, Steven T piantadosi & Edward A F Gibson
Nature 630, 575-586 (2024)

29k Accesses |105| Altmetric | Metrics

Abstract

Language is a defining characteristic of our species, but the function, or functions,
that it serves has been debated for centuries. Here we bring recent evidence from
neuroscience and allied disciplines to argue that in modern humans, language is a
tool for communication, contrary to a prominent view that we use language for
thinking. We begin by introducing the brain network that supports linguistic ability in
humans. We then review evidence for a double dissociation between language and
thought, and discuss several properties of language that suggest that it is optimized
for communication. We conclude that although the emergence of language has
ungquestionably transformed human culture, language does not appear to be a
prerequisite for complex thought, including symbolic thought. Instead, language is a
powerful tool for the transmission of cultural knowledge; it plausibly co-evolved with
our thinking and reasoning capacities, and only reflects, rather than gives rise to, the

signature sophistication of human cognition.

PNAS

COMPUTER SCIEMCES

FRESEARCHARTICLE | peyuDLOGICAL AND COGNITIVE SCIENCES

of' OPEN ACC

Deception abilities emerged in large language models

Thio Hagl:ﬂ:arﬂ"!_’)

Edited by Terrence Sejnowski, Salk institute for Biclogical Studies, La jola, CA; recetved October 20, 2003; accepted April 3, 2024

Iafla.uguzg: (LLMs) are currently at the forefront of intertwining Al systems
human communication and everyday life. Thus, aligning them with human values

is of great importance. However, given d\: steady increase in reasoning abilities, foture
LLMs are under suspicion nn:emming able to deceive human aperators and utll'n'.ing
this ability to Erm monitoring efforts. As a prerequisite to this, LLMs need to pos-
SESS 3 COnCEp understandin o{dmpﬁnu strategies. This :hlr]y reveals that such
strategies emerged in state-of-the-art LLMs, but were nonexistent in earlier LLMs.
We conduct a series of experiments showing that state-of the-art LLMs are able to
understand and induce false beliefs in other agents, that their p-erfuwmm inmmpln
rlenepﬁom scenarios can be :mpliEu:l ul:iJiz'lng :luiu—of—rhought reasoning, and that
eliciting Machiavellianism in LLMs can trigger misaligned deceptive behavior. GPT-4,
for instance, exhibits tive behavior in ﬂmpl: test scenarios 99.16% of the time
(P < 0.001). In complex second-order deception test scenarios where the aim is to
mislead someone who expects to be deceived, GPT-4 resorts to clncq)‘t'we behavior
71.46% of the time (P < 0.001) when augmented with chain-of thought reasoning, In
sum, m':ﬂliug hitherto unknown machine behavior in LLMs, our st contribures to
the nascent feld of machine plyd\ubgyc

ceception | large language models | Al alignment

The rapid advancements in computing power, data accessibility, and learing algorithm
research—particularly deep n:mJ;l ncrgwmk_s have led to the dﬂzlopmzn:‘gnffmn
Al systems that are increasingly integrated into various fields in society. Among different
Al m:lmnluglﬁ. large lanpuape models (LLMs) ane garnering increasing attention.
Companies such as OpenAl, Anthropic, and Google facilitate the widespread adoption
of models such as Ch:lG]'T. daude. and Bard {1-3} l:} uﬁ’:ring user- Fri.em:"y gﬂphi::l
interfaces that are accessed by millions of daily users. Furthermore, LLMs are on the verge
of l:eing lmp]nnmted in search engines and used as virual asistanes in hi.gh—st:lr.n
ins, signiﬁl::nl]:\r impacting socicties at l:rg:. In essence, :J.onpidz humans, L1 Ms
are inm:singlv l:ie:nmingwt:lmnml:ulurs to the infuspl::ne. dri\'ing substantial societal
transformation by normalizing communication berween humans and anificial systems.
Given the q_uu:ltlv mwmg range nf:ppllallum of LLMs, it is crudial o mrﬂnguehnw
they reason and
In light of the npld :d\l:nclemenr_s regarding LLMs and LLM-based agents, Al safery
research has warmed that fuire “rogue AL" (4-9) could optimize flawed Dbjecti'l-ﬂ.
Therefore, remaining in control of LLMs and their goaks is considered paramount.
However, if LLMs learn how to deceive human users, they would possess strategic advan-
tages over restricted models and could bypass monitoring efforts and safery evaluations.
Should Al systems master complex deception sc::runns.“ﬁn can pose risks in two dimen-

sions: th: mndds up:bllll} Ltzl.th:n P:rfnnned =ulummmulv=s well :s the ﬂ")orm-

Significance

This study unravels a.
capability in Large Lar
Models (LLMs): the ab
understand and indut
decepdon strategies. |
GPT4 interowine with
communication, align
with human values be
paramount The pape
demonstrates LLMs' p
w create false balisfz
agenits within deceptii
scenarios, highlighting
need for ethical consi
the ocngoing developn
deployment of such a
Al systems.

Author sMiaton: “Fierchargs |

POPULAR SCIENCE Q

Al trained on Al churns out gibberish garbage

Eventually, it collapses—'poisoned with its own projection of reality.'
BY MACK DEGEURIN

# POSTED ON JUL 25, 2024 4:04 PM EDT
4 MINUTE READ

Ouroboros. Credit: API/Gasma-Rapho via Getty Images

Large language models like those offered by QpenAl and
Gooale famously require vast troves of training data to work.
The latest versions of these models have already scoured much

ICAEW Webinar : The Future of Ethics and Al
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https://www.nature.com/articles/s41586-024-07522-w#:~:text=Here%20we%20bring%20recent%20evidence,supports%20linguistic%20ability%20in%20humans.
https://www.popsci.com/technology/ai-trained-on-ai-gibberish/
https://www.pnas.org/doi/10.1073/pnas.2317967121

Fit for Purpose

Probabilistic vs. Deterministic



Usage of Al Output

@ °.
®
. Data

quantity; metadataq;
gaps;
selection; validation;
real vs. synthetic

ICAEW Webinar : The Future of Ethics and Al

Model Output

pre-trained; custom; purpose; define criteria
fine-tuning; and metrics; testing

vendor; self-develop; coverage,; iterative
compliance refinement and
implications monitoring

user
needs/interactions;
ethics/societal impact;
unpredictable
behaviours
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Increasingly Subtle Errors

"If's important to note that hallucination is a feature, not a
bug, of Al ... To paraphrase a colleague of mine, 'Everything
an LLM outputs is a hallucination. It's just that some of those
hallucinations are true.”

Sohrob Kazerounian, Al researcher, Vectra Al

Reference:

https://www livescience.com/technology/artificial-intelligence/ai-hallucinates-more-frequently-as-it-
gets-more-advanced-is-there-any-way-to-stop-it-from-happening-and-should-we-even-ry
https://www.nature.com/articles/d41586-025-00068-5
https://casmi.northwestern.edu/news/articles/2024/the-hallucination-problem-a-feature-not-a-bug.html
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Global Adoption Landscape WS

||A#]PRO
IL L
o —_ READING: Accountants lead on Al investment
é’). ICAEW S Q =
(1]

Home > Insights » Viewpointsonthe news > Viewpoints May 2024 > Evol

Venture Capital

Home News Data ~ Sectors ~ Newsletters

Accountancy firms spend almost four times as much
implementing artificial intelligence (Al) systems as law firms and
other professional services organisations.

Evolution of mid-tier firms: tech

investment and AI Mid-cap accounting and finance businesses each spent US$1.6m on
Al over the past year, compared with a figure of US$480,000 for law

Author: ICAEW Insights and professional services. INDUSTRY NEWS

Publishad: 29 May 2024

Mid-tier accountancy firms have a high awareness This was slightly above the average of US$1.5m spent annually by AI HaJS Venture Inve StOl‘S

of new te‘:hnOIOQYr with many already making the the Centre for Economics and Business, which looked at attitudes to E d d Ab (Y ) A s
shift towards Al, finds ICAEW report - but skills Al spending in close to 2,000 organisations globally. XCIte Out es ccountlng

require further attention. Asked about future plans for the next three years: Fil‘ms

The Accountant A = V(s are starting to buy stakes in accounting firms with
o ({‘}) the intent of turbocharging them with Al. And they are

News

. . ] 2% 7% sizing up other staid corners of the services world as

ACCOU ntlng fll‘mS view AI as m Accounting and finance businesses see no role for... well

g I‘OWth d I'I\fer m Law and professional services firms see no role for... '

Regulatory complexity also continues to be a significant By Yuliya Chernova and Mark Maurer

challenge, and was cited by 41% of firms as their top

issue. Jan.13,2025 530 am ET

February 21, 2025

e AA &
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https://abmagazine.accaglobal.com/global/articles/2024/specials/ai-special-edition-march-2024/accountants-lead-on-ai-investment.html
https://www.wsj.com/articles/ai-has-venture-investors-excited-about-yes-accounting-firms-3b9b3226
https://www.theaccountant-online.com/news/accounting-firms-ai-growth-driver/
https://www.icaew.com/insights/viewpoints-on-the-news/2024/may-2024/evolution-of-midtier-firms-tech-investment-and-ai

IESBA Code: Focus on Al

Guidance on conformance with IESBA Code
Address Fundamental Principles and Threats @3&“‘

Principles: Threats:

. Integrity . Self-Interest EXPLORING THE IESBA CODE

A Focus on Technology: Artificial Intelligence

» Objectivity » Self-Review

- Professional . Advocacy U . [
Competence and Due  « Familiarity e
Care . e

|nﬂmid0ﬂ0ﬂ a . I'[:":,::;-ﬂl::‘mlm
« Confidentiality .
* Professional Behavior B St o e el

conslder the following Al scenario:

You are the financlal controller at a company that has just Introduced an expensive new Al-enabled
system to screen potential new customers and determine appropriate credit limits. The CFO has sent out

P rG C 'I'i C G | C h O | | e n g es Wh e n eXTe n d i n g 'I'h e a company-wide emall claiming that this new technology will revolutionize how your company evaluates

potential customers and assures quality sales. This Is a high-proflle project for the CFO, who Is expected

to retire within the next flscal year and who everyone expects will endorse you as thelr successor

application of these principles to the digi’[gl « You have baen asked to mplement the naw Al-anabled systam,as soon as possibe. You do not yet

sufficlently understand the assumptions and parameters underlying how the Al works, but the first
batch of potential customers screened appears to overwelght the likellhood of default and fraud risks

world, especially to future business scenarios... o it o ahnc ity rous

= Taking the time to Investigate and evaluate unexpected findings will delay Implementation and could
call Inte questlon the CFO's declslon to purchase and Implement this new system.

ICAEW Webinar : The Future of Ethics and Al

is installment, we exam
framework to

Inthis | Il we will Ider our Al scenario
and identify, evaluate and address possible threats
to compliance with the flve fundamental principles.
As the Financlal Controller, you might be tempted to
rationalize the following:

"Extensive testing was probably done by the
technology developer, our company's IT department,
and the finance Implementation team before It

was deployed. Therefore, It Is okay to rely on the
results of the Al system.” However, by applying

the conceptual framework and asking appropriate
questions, you would Identify at least two threats
that require evaluation.

Illuminare
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https://www.ifac.org/knowledge-gateway/ethics/publications/exploring-iesba-code-focus-technology-artificial-intelligence

Al: Opportunities

Augment understanding of data relationships; Al can analyze more
variables quickly

Fuel predictive models for financial processes, such as forecasting sales
and informing more accurate demand planning

Enhance audit quality and business insights

Enable operational efficiencies

https://www.ethicsboard.org/publications/t

echnology-landscape-artificial-intelligence
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https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence
https://www.ethicsboard.org/publications/technology-landscape-artificial-intelligence

Al: Ethical Challenges

Bias — “Al often assumed to be nevutral, but Al algorithms are created by humans, and humans have
inherent and unconscious biases...”

Safety concerns (disturbing content, mis/dis-information, etc.)
Plagiarism, intellectual property theft, copyright infringement
Privacy concerns

Potential lack of accountability
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Al: Competence of PA

Ability and competence to ask the “right” questions so that appropriate and fit-for-purpose Al is
procured or developed

Be aware of the extent to which bias is impacting the outputs of technology, and to ensure that they
have the appropriate mindset, competence, and tools to do this

Be comfortable with the inputs and control structure monitoring the system and its output in order to
reasonably use and explain the technology

Understand the data going into the model, how the model operates, and the potential unintended
consequences of operating the model

Understand how data was made available for training and testing the Al system — and how
confidentiality, including data privacy, has been considered and maintained

Appreciate The importance of building ethical Al and comply with relevant laws and regulations

Increased need for PAs to be alert, having an inquiring mind,
applying professional skepticism and being aware of bias

ICAEW Webinar : The Future of Ethics and Al Illuminare
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Al: Bullding and Using Al Ethically

Utilize a “human in the loop” approach to ensure human expert oversight of, and accountability for,
the Al system

Have the ability and competence to ask the “right” questions so that appropriate and fit-for-purpose
Al is procured or developed is important

Can be achieved by the PA keeping current and educating themselves on relevant practical
guidance and “best practices” specific to their role
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Different Dimensions

Preparation of financial
statements
A
' Practice management

and support

I
[
[

1 .
1
/

Operational use of Al

Auditing tools

Clients — CPAs

o,

L
.
™
.
.,
.
.....
Taa,
------
.....................

»> Al enabled products

Al-Vendors
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Upholding Professional Ethics: Focus Areas

. Model % Capability
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Perils of Relying on Al Generated Output

Chicago Sun-Times
Prints Al-Generated

Summer Reading
List With Books
T h a.-l: D O n ,-I: EX i S-I: "l can't believe | missed it because it's

so obvious. No excuses," the writer
said. "I'm completely embarrassed."

3 JASON KOEBLER - MAY 20,

: https://www.404media.co/chicago-sun-times-prints-ai-generated-summer-reading-list-with-books-that-dont-exist/
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Driving Change in the Accounting Profession

Digital Reporting:
Predictive Analytics Continuous Audit Insight from Data Financial Reports
and Audit Reports

Technology Ethical and Privacy Extension of Trust Capabilities and
Integration Safeguards (o] [ Continuous Update

ICAEW Webinar : The Future of Ethics and Al Iluminare
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Accountants: Trust Provider to Driving Ethical Mindset

1

... we now have evidence that if they are created by
companies motivated by short-term profits, our safety will not
be the top priority ...

Geoffrey Hinton, Nobel laureate in physics
Speech at the Nobel Prize banquet, 10 December 2024

ICAEW Webinar : The Future of Ethics and Al Illuminare
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Al Assurance

... Al assurance is consequently a crucial component of
wider organizational risk management frameworks for

developing, procuring, and deploying Al systems, as well as

demonstrating compliance with existing - and any relevant
future — regulation.

Introduction to Al assurance
Department for Science, Innovation & Technology, February 2024

ICAEW Webinar : The Future of Ethics and Al Illuminare
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Discussions on Al Audit/Assurance

i GOV.UK

o

Depariment for
Science, Innovation

& Technology

Guidance

Introduction to Al assurance

Published 12 February 2024

Contents

Foreword

Executive summary

Al assurance in context

The Al assurance toolkit

Al assurance in practice

Key actions for organisations
Additional resources

Neee s N

SUPPORT POOL
OF EXPERTS PROGRAMME

Al Auditing
Checklist for Al Auditing

by Dr. Gemma GALDON CLAVELL

SUPPORT POOL
OF EXPERTS PROGRAMME

Al Auditing

Proposal for Algo-scores

by Dr. Gemma GALDON CLAVELL

Reference:

EU: https://www.edpb.europa.eu/our-work-tools/our-documents/support-pool-experts-projects/ai-auditing_en
UK: https://www.gov.uk/government/publications/intfroduction-to-ai-assurance
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The Future for Accountants@

Assurance
mechanism

Provider

Measured
against

Good internal
governance
processes around
Al

Conformity
assessment

UKAS accredited
conformity
assessment body

SDO-developed
standards, e.q.
ISO/IEC 42001, Al
Management
System

Understood the
potential risks of
Al systemsitis
buying

Algorithmic impact
assessment

UKAS accredited
conformity
assessment body

(Self) assessment
against proprietary
framework or
responsible Al
toolkit

Made sure Al
systems it is building
or buying adhere to
existing requlations
for data protection

i GOV.UK

Department for
Science, Innovation

& Technology

Guidance

Introduction to Al assurance

Published 12 February 2024

Compliance audit

Contents

_ Foreword

. Executive summary

. Al assurance in context
The Al assurance toolkit

Third party assurance
provider

Al assurance in practice
. Key actions for organisations

N oem oW N =

. Additional resources

UK GDPR

Reference: hitps://www.gov.uk/government/publications/introduction-to-ai-assurance/intfroduction-to-ai-assurance
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A Thought from the 80s...

1

... But could something think, understand, and so on solely in virtue of being
a computer with the right sort of program¢ Could instantiating a program,

the right program of course, by itself be a sufficient condition of
understanding?

... No one supposes that computer simulations of a five-alarm fire will burn
the neighborhood down or that a computer simulation of a rainstorm will
leave us all drenched. Why on earth would anyone suppose that a
computer simulation of understanding actually understood anything?

John. R. Searle, 1980, Minds, brains, and programs.
Cambridge University Press. Behavioral and Brain Sciences 3 (3) [J]: 417-457

Source:
https://www.cambridge.org/core/journals/behavioral-and-brain-
sciences/article/abs/minds-brains-and-programs/DC6é44B47 A4299C637C89772FACC2706A
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Bloodhound vs. Watchdog

r

-
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Questions®e
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Thank You

William Gee a
+852 5527 3119 [
wgee.42intl@ouvtlook.com X



Coming up next.....

e 16 October - Critical Skills series: conflict management - dealing
with difficult situations

e 27 November - Critical Skills series: better people management:
developing skills for success

* 3 December - UK tax update for international ICAEW
members
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Join your local Linkedln group

Latin America
LinkedIn

Canada LinkedIn Caribbean & Bermuda
LinkedIn

USA LinkedIn
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Sustainability Accelerator Programme

Programme Curriculum

ICAEW TRAINING

The Programme consists of the following units, each containing focused modules

S USta i n a b i I ity that provide a deep dive into key sustainability topics:
Accelerator
Programme

N . _ Building the A2 Sustainability
) W&\ Introduction to ) A7) 7 '
l ¥ '} Business Case & B W Reporting and

) t . 'I-t ; 2 A [ e . » .
s Sus ainability for Sustainability - wma Decision-Making

s ‘? Sustainability
N . Assurance

Risk Management

The programme has been designed to equip finance professionals
with the strategic insight and technical expertise required to lead
sustainability and ESG initiatives in today’s rapidly evolving
business landscape. Incorporating ICAEW's popular Sustainability

=a) Sustainability
'}~ Strategy and

Certificate, this flexible series of elearning resources offers up to

50 hours of professional development.

m : DSoac bevchure Scan the QR code to take you
to the page on our website!

¢/

e 5
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