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Ask a question

— e e — =

Vi akked.
Whar happeny when | raise my hand?

To ask a question

Click on the Q&A button in the bottom toolbar to
open the submit question prompt.

Type your question and click send

NOTE: If you wish to ask your question
anonymously check the send anonymously box

shown on the illustration.
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Jargon - Decoder

PQC QKD

Quantum Computers Post Quantum Cryptography Quantum Key Distrubution
Bit Qubit
1 11)
NIST: National Institute of Standards and Technology ”
‘ .I 1) = al0) + BI1),
NISQ: Noisy Intermediate-Scale Quantum ( 10-1000 Qubit ) k
0 10)
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Quantum Threat: What is at Risk?



30% of Global Encrypted Data, including financial records, is at risk of “harvest now,

decrypt later” (HNDL) attacks, per the U.S. National Security Agency (NSA) 2023 Cybersecurity Advisory.
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Banks and merchants must use TLS 1.2 or 1.3 to comply with Credit Card Transactions
PCI DSS (Payment Card Industry Data Security Standard)
security requirements.
= Card + # & Store POS

TLS/SSL : Transport Layer Security/ Secure Socket Layer
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What PKI Secures Now?

Banks

/SWIFT Transaction Services\
Payment Services
ATM

Internet Banking

Private and Public Cloud

Blockchains

N J

PKI: Public Key Infrastructure

Wallet Address &Ownership
Transaction Signatures
Smart Contract Permission
Consensus (PoW/ PoS)

Cross-chain Bridges

/




How does Quantum break encryption?

Classical Search Quantum Search

-

ch em b
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Grover’s algorithm searches an unsorted database in \n steps instead of n.
For a 1-million-entry database,
that’s 1,000 steps vs. 1,000,000. That’'s a quantum advantage! It can find the private key in one go!
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Quantum Readiness Imperatives

“1 in 3 banks have no quantum migration plan,” despite 78% of central banks labeling it a “systemic risk”
(Accenture, 2024 Financial Quantum Resilience Survey)




Risk Assessment Table

Cryptographic Security Risk Analysis

Dimension

Confidentiality

Use Case Time Ext. Avail.

Public websites TLS encryption

Sens.

25 (Medium)

Teleworking VPNs

Internal S5H server access

i (Low)

45 (High)

Site-to=site IFSEC VIPNs

75 (Very High)

Data at rest encryplion (premises)

Data at rest encryption {cloud)

30 (Medium)

75 (Very High)

Authentication

Public digital certificates

50 (High)

Internal digital certificates

B (Low)

Legal History

Dvigital contract signatures

Time: Duration for which the security measure remains effective (1=short term, 5=long term)
External availability: Accessibility to external entities (1=internal only, 5=publicly accessible)
Sensibility: Sensitivity level of data/process protected
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100 (Critical)




Regulatory and Compliance Drivers

PCI DSS 4.0

(effective March 2024) requires disabling TLS 1.0 and TLS 1.1 for all payment systems.
TLS 1.2 and 1.3 are permitted, but TLS 1.3 is recommended for its stronger encryption (e.g., ChaCha20, AES-GCM) and forward secrecy.

NIST Guidelines ( U.S Federal Standards )

NIST SP 800-52 Rev. 2 (2019) states that TLS 1.3 should be used where possible, and TLS 1.2
is acceptable only with strict cipher suite configurations

GDPR ( EU General Data Protection Rules )

While GDPR does not explicitly mandate TLS versions, it requires "appropriate security" for data in transit.

Financial Sector Regulations ( e.g FFIEC, FCA )

Many financial institutions (e.g., EU banks under PSD2) require TLS 1.2 or higher for APIs and customer-facing services.

Using TLS to protect data https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data#section_5



Enterprise Quantum Readiness Strategy

10% - 42% Likelihood
Quantum Computing
Breaks Asymmetric
Cryptography (PKI)

Finding Cryptographic Assets Crypto Agility / Asset Management

Testing Prototyping PQC Algotritms

NIST PQC Algorithm
Evaluations

Next Gen PQC Evaluation Next Gen PQC Evaluation

2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035
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Global Quantum Playbook



Man axhausive and in no particular
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QHUANTUM Quantum Computing Market Map
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Quantum Race is “Geopolitical”



Government driven funding of quantum initiatives




UK National Quantum Strategy

\_}"‘5 COMMUNICATIONS
- HUB Hress release
H\.{\— £121 million boost for quantum
it technology set to tackle fraud,
eI GE prevent money laundering and drive
growth
BRIETOL READIMNG

£121M

E UR'S

@

QUANTUM
INDUSTRY

The Hub is funded through the UK National Quantum Technologies Programme,
a ten-year £1 billion public and private investment underpinned by the UK government



Crypto-Agility Roadmap

Current standards (RSA, ECDSA) securing banks and blockchains will be broken by quantum computers,
confirms NIST’s 2023 Post-Quantum Cryptography Report.




When QDay?

I hie resulis for the resource estimates are in the table below

Bit Bitlength of | Logical Numberof | Super- Execution Interleaving Execution time
length equivalent qubitsto | Toffoli conducting timeona modules on a photonic
of ECC | RSA key break gates to qubits super- needed* device using
key ECC key | break ECC needed* conducting Active

key device™ Volume™
163 1094 195 e I sl A A anabl T A min 1828 1 9 min
o ey bl 1.7 = TU* £.89 107 o et b v e I
233 2048 3035 1.52.108 3.79.106 6.5 min 294 3.1 min
283 3072 3685 5.62 . 108 4.98 - 108 10.8 min 390 5.1 min
571 15360 7429 271-107 1.16 - 107 56.2 min 929 23.4 min

* The results listed here are excerpts from the full list of results in Tables VI, WL and VI from the text of the article representing realistic conditions

for comparison between matter-based qubits and PsiCQluantum's photonic devices.

https://www.psiquantum.com/featured-news/binary-ecc

https://quantumdoomclock.com/explanation
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Don’t wait - Act Now

Table 2: Quantum-vulnerable digital signature algorithms

ﬂu :EI:T::H Fam;I: Parameters Transition
N Deprecated after 2030
N = 112 bits of security strength

e Disallowed after 2035
e o y = 128 bits of security strength Disallowed after 2035
[E;: E::L 86) > 128 bits of security strength Disallowed after 2035
—— : ' Deprecated after 2030

1 Its of security strengt
:‘F-‘;:‘SHEI Disallowed after 2035
= 128 bits of security strength Disallowed after 2035

First Migration: Key Agreement (TLS)
Second Migration: Signature/Certificates (RSA, ECC, X.509 )
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Quantum Risk Mitigation Roadmap
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Thank You!

Contact us:



Q&A




