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46% of all UK businesses 
identified at least one breach 
or attack in the last year

* *The Department for Digital, Culture, Media and Sport's 'Cyber Security Breaches Survey 2020' reported that almost 
half (46%) of all businesses have identified at least one cyber security breach or attack in the last 12 months (and 43% 
have among micro and small firms)

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2019


Threat Overview
Percentage of organisations that have identified breaches or attacks in the last 12 months 

Percentage that have identified the following types of breaches or attacks in the last 12 months, 
among the organisations that have identified any breaches or attacks



This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk

Legal Sector

https://www.ncsc.gov.uk/report/-the-cyber-threat-to-uk-legal-sector--2018-report

Findings from 2018 report:

The most significant cyber threats that law 
firms should be aware of are: 

1. Phishing 
2. Data breaches 
3. Ransomware 
4. Supply chain compromise 



This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk

2019 Incident trends

1. Cloud Services 

2. Ransomware  ✓

3. Phishing ✓

4. Vulnerability scanning

5. Supply chain attacks ✓
https://www.ncsc.gov.uk/report/incident-trends-report
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Cloud Services

Cloud services, and Office 365 in particular, an 
increasingly common target for a range of 
threat actors.

In some cases, these services are only 
protected by a username and password.

There has been significant use of tools and 
scripts to try and guess users’ passwords. 
Password spraying and credential stuffing
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Ransomware
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Phishing and Vulnerability scanning

Phishing has been the most prevalent attack 
delivery method seen over the last few years. 
Common tactics include:

• targeting Office 365 credentials
• sending emails from real, but compromised, 

email accounts 
• fake login pages 

• Vulnerability scanning remains a common 
reconnaissance method to identify 
unpatched, legacy or vulnerable software.
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COVID 2020

• MORE PEOPLE ARE NOW WORKING FROM 
HOME

• USING PERSONAL DEVICES

• PROCESSES WERE SET UP QUICKLY IN A HURRY 
SO THAT DAY TO DAY BUSINESS COULD 
CONTINUE

• 6 MONTHS LATER…

• CHANGED WORKING PATTERNS FOREVER

• HUGE OPPORTUNITY FOR CYBER CRIME –
FURLOGH OVERPAYMENTS, FURLOGH ABUSE, 
TEST AND TRACE SCAMS…





Donate here to help the fight…
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Video conferencing services: security guidance for 
organisations
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Your personal email account contains lots of important information about you and is the gateway to all 

your other online accounts.

If your email account is hacked all your other passwords can be reset, so use a strong password that 

is different to all the other ones you use. 

Visit cyberware.gov.uk for advice on how to reset your email password. 

Create a separate password for your email



Weak passwords can be hacked in seconds. The longer it is, the stronger it becomes and the harder it to 

hack. Make yours strong by using a sequence of three words. 

You can make it even stronger with special characters, so ‘FlamingoHeadMan’ could be 

’42@FlamingoHeadMan’.

Starting with your most important accounts (such as banking, email and social media), replace your old 

passwords with new ones, by stringing three random words together. 

Visit cyberware.gov.uk for more advice on how to create a strong password 

Create a strong password using three random words



Using the same password all over the internet makes you vulnerable – if that one password is stolen 

all your accounts can be accessed.

It’s good practice to use different passwords for the accounts you most care about. Remembering lots 

of passwords can be difficult, but if you save them in your browser you don’t have to. 

Online service providers are constantly updating their software to keep your sensitive personal data 

secure, so store your passwords in your browser when prompted. It’s quick, convenient and safer 

than re-using the same password for all your accounts. 

Visit cyberaware.gov.uk for advice on how to save passwords in your browser.

Save your passwords in your browser



Two-factor authentication (2FA) is a free security feature that gives you an extra layer of protection online and 

stops cyber criminals getting into your accounts – even if they have your password. 

It reduces the risk by asking you to provide a second factor, such as getting a text or code when you log in, to 

check you are who you say you are. 

Check if the online services and apps you use offer 2FA. If they do, turn it on. Start with accounts you care 

most about such as banking, email and social media. 

Visit cyberaware.gov.uk for advice on how to turn on 2FA. 

Turn on two-factor authentication



Cyber criminals exploit weaknesses in software and apps to access your sensitive personal data, but 

manufacturers are continually working to keep you secure by releasing regular updates. 

Using the latest software, apps and operating system on your phone or tablet can fix bugs and immediately 

improve your security.  

Update regularly or set your phone, or tablet, to automatically update so you don’t have to think about it. 

Visit cyberaware.gov.uk for advice on how to turn on automatic updates.

Update your devices



If your device is compromised by a cyber criminal your sensitive personal data can be lost, damaged or 

stolen. 

Keep a copy of all your important information by backing it up.

You can choose to back up all your data or only information that is important to you.

Visit cyberaware.gov.uk for advice on how to turn on automatic back up on your device.

Turn on back up
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TLP AMBER

Products & Services

Trust Groups

Cyber Essentials (Plus)
10 Steps

Sector Specific 
Toolkit

Small Business Guide

Sector Specific 
Assessment 

NCSC Website

Board Toolkit Response & 
Recovery Small 
Business Guide

Top Tips for Staff
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Themes & Scenarios

• Preventing malware damage

• Backing up your data

• Avoiding phishing attacks

• Using passwords to protect your data

• Keeping your smartphones and 
tablets safe.

Themes:: Scenarios:

• Phishing leading to ransomware

• Unknown Wi-Fi attack

• Mobile phone theft and response

• Insider threat Leading to a Data 
Breach

• Third party software compromise

• BYOD

• Supply Chain Risks

• Home & Remote Working

• Technical Scenario

• Threatened leak of sensitive data

mailto:ncscinfoleg@ncsc.gov.uk
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Is Cyber insurance right for you?
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Thanks for 
listening
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Webinars and events
fraudadvisorypanel.org/event/upcomingevent

Webinars

Beyond COVID-19: 

Keeping your charity safe from fraud

20 October (free)

Future Fraud Professionals Career Talks:

National Crime Agency

27 November (free)

Fraud Conference (online)

The counter-fraud practitioner’s toolkit: 

preparing for the new world 

02 & 03 February 2021

Training

Managing fraud in small charities

23 October 

Auditing fraud

11 November
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60 minute webinars – 10.00am

Supply chain assurance in the retail sector

20 October

Navigating ‘office politics’ positively

5 November

Practical Excel tips

7 December

Icaew.com/bamevents

Upcoming Business and Management Faculty webinars



Business and Management Faculty
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THANK YOU FOR ATTENDING

Contact the Business and Management Faculty    

icaew.com/bam

 bam@icaew.com   +44 (0)20 7920 8508

@ICAEW_BAM

Contact the Fraud Advisory Panel

fraudadvisorypanel.org

 info@fraudadvisorypanel.org  +44 (0)20 7920 8637

@Fraud_Panel

Upcoming webinars and events
icaew.com/bamevents 

fraudadvisorypanel.org/event/upcomingevent
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