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GENESIS OF THE REVIEW

In the UK Anti-Corruption Strategy 2017-2022
the commitment was made to undertake a
review into procurement fraud and
corruption risks in local government - to be
led by the Secretary of State for
Communities and Local Government in
collaboration with the Anti-Corruption
Champion.

HM Government

UNITED KINGDOM
ANTI-CORRUPTION
STRATEGY 2017-2022




CONDUCTING THE REVIEW

Methodology

=  Workshops with local government officials

= Survey sent to Councils

= Literature review

= (Call for evidence (cases and good practice)

= 1-2-1 discussions

= Established cross-departmental working group

Engagement from the sector

Over 120 workshop participants

145 respondents to the survey

Invitations to visit Councils

Numerous 1-2-1 discussions

25+ case studies and 20+ examples of good practice

Support from LGA, CIPFA and Fighting Fraud and Corruption
Locally board




SUMMARY OF KEY FINDINGS

Culture and ‘tone
from the top’

Culture is key

Capacity and
capability

Use data and technology

Systems and processes

Metrics and
methodologies

Standard definitions

Need to share data and
information

Counter fraud expertise
within procurement

Benchmarking case
numbers

Contract management

Support whistleblowing

Awareness of organised
crime and cartels

Measurement
methodologies

Identifying incidents

Work together

Risks of
commercialisation

Challenges in
concluding
investigations




MAIN RECOMMENDATIONS FOR LOCAL AUTHORITIES

Improve understanding of risks
= Including mandatory fraud and corruption awareness training

Build capacity and capability
=  Counter fraud/anti-corruption
=  Procurement and contract management

Build an Anti-Fraud and Anti-Corruption Culture
= Tone from the top: Councillors and leadership teams
= Joint working and information sharing

= |Impact of deterrence

= |mportance of transparency

Recognise the importance of systems and processes
= Including due diligence, conflicts of interest, gifts and hospitality

And the importance of recordkeeping and data quality
= Analyse data to look for indicators
= Consider risks of fraud and corruption when upgrading technology

Importance of sharing good practice and information




NHS

Counter Fraud Authority

INn the NHS

Fraud Prevention Unit
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What we do

Intelligence-led organisation
= £1.21bn: Estimated NHS vulnerability to fraud each year

We set standards for NHS counter fraud work
Investigate high-level and complex NHS fraud cases
Data analytics

We develop targeted fraud prevention solutions




NHS
Preventing Procurement Fraud Counter Fraud Authorit

« Disaggregate spend

« £1.37bn disaggregate spend (outside organisation and OJEU thresholds)
« 5.96% of total spend on suppliers

 Contract management
e 145 contracts worth £65m with no involvement of the following, in the contract management process:
«  End user and contract manager
. KPIl assessment
«  Contract cost or schedule variances assessment

* Purchase Order vs non-Purchase Order spend

« Total value of non-PO spend is £4.6bn for the 94 organisations where data was received. An average non-
PO spend (against total spend) of 47.05%. 51% of the sample registered above this average (£3.7bn),
equating to 80% of all non-PO spend for the dataset.

« The spending categories of Staff and Patient Consulting Services & Expenses, Purchased Healthcare,
and Transportation are the most vulnerable to non-PO spend.



Counter Fraud Authorty

Contract splitting

NHS fraud preventson qusch. guide 1.0 Jury 2013

Contract splitting is the practice of artificially breaking
up purchases of goods and services to bring total

below or and
thresholds in order to avoid formal procurement rules.
While contract splitting may not always constitute
fraud, it increases the risk of fraud occurring in
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Credit card fraud

NS fraud pravantion qulck uids.

Credit cards are commonly used in the NHS for a
variety of purchases and transactions, usually for

the ordering andior purchase of goods and services
where Immediate payment Is requlired or where normal
procurement processes do not apply. This quick guide
looks at common fraud risks relating to the use of
credit cards by NHS organisations.
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Fraud prevention guidance

Buying goods and services

HHS Iraud prevention quick gusde

This quick guide highlights the fraud risks when
buying goods and services directly from suppliers.
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Contract reviews

NS fraud prevention quick guide: w10 duly 2019
Tha NHS spends a significant amount of money on
goods and services, which are obtained through

a variety of contracts and arrangements. Contract
management is key to ensuring optimal financial and
operational performance of contracts; however it can
also be used to prevent and detect fraud.
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Mandate Fraud

NHS fraud prevention quick guide ¥i0 July 2919

Mandate fraud is described as change of bank account
scams, payment diversion fraud or supplier account
takeover fraud.

What Iz Mandate fraud?
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Due diligence

The purposo of this quick guide is to highlight NHS

" role and ibilities with regard
to preventing fraud, bribery and corruption in the
procurement of goods and services supply chain.

What is due diligence?
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Petty cash

V10 Juty 2018

Petty cash is held and maintained locally for the
purchase of small value sundry items or for incidental
expenses. Fraud relating to petty cash can occur if, for
example, a dishonest claim is made for a

item or
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Suppliers’ code of practice:
preventing fraud, bribery and
corruption

WHS fraud prevention quick guide. w10 Jury 2013

The purpese of this code of practice is to highlight
the role and r ibilities of NHS isati and
their suppliers with regard to preventing fraud, bribery
and corruption In the pracurement of goods and
services supply chain.
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Preventing Procurement Fraud Counter Fraud AL

Impact of Covid-19 in managing the risk

 Frauds reported:
. PPE
. Staff sickness and hours worked
. Phishing scams

* Risks identified by NHSCFA:

. Mandate fraud

. Procurement fraud
. NHS recruitment

. Payroll

The practical implications of Procurement Policy Notes:

. PPN 01/20: Relaxation of public procurement regulation in the response to Covid-19.
. PPN 02/20: Payment to suppliers to ensure service continuity during and after the Covid-19.

. PPN 03/20: Increase transaction limit and raise monthly spending limit on procurement cards with the aim to accelerate
payments to suppliers to support and improve cash flow.

. PPNO04/20: Ensure service continuity during the coronavirus outbreak. It updates and builds on the provisions contained
in PPN 02/20, i.e. transition from supplier / contractual relief arrangements (as stipulated by PPN 02/20) to business as

usual.



NHS fraud.
Spot It.
Report It.
Together
we stop It.

0800 028 4060 | www.cfa.nhs.uk
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Tackling procurement fraud and
a post assurance framework

RICH WENTEL, DEPUTY DIRECTOR

CENTRE OF COUNTER FRAUD EXPERTISE, CABINET OFFICE
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