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Understanding the risks your supply 

chain poses to you
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Ask a question

Click on the Q&A button in the bottom toolbar to open the 

submit question prompt.

Type in your question and click send.

Note. If you wish to ask anonymously tick the send 

anonymously box shown on the illustration to the left.
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Supply chain cyber security webinar 
series

12 Oct: Embedding security in agreements

19 Oct: Managing a supplier assessment and oversight Philip

02 Nov: Recap and question and answer session\

• https://events.icaew.com/pd/25435 

Recordings available

• 28 Sep: Introduction session

• Icaew.com/techwebinars
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BlueVoyant Survey:

3rd Party Cyber Risk Management (Oct 2021)

• 93% suffered a direct cyber security breach because of weaknesses 

in their supply chain

• 37% year-on-year increase

• 38% said they had “no way of knowing when or if an issue arises with 

a third-party”
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Supply Chain Definition

“The combination of the ecosystem of

resources needed to design, manufacture

and distribute a product or service.”

Cybersecurity:

Supply chains include hardware and software, cloud or local storage

and distribution mechanisms
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Assessing Supplier Risk

• Description / consideration of the services provided

• Owner of relationship

• Systems / Data the supplier has access to

• How could suppliers actions lead to a data breach?
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Assessing Supplier Impact

• Impact on your practice, through supplier data breach / attack

• Operational

• Financial

• Legal / regulatory

• Worst case scenario
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Supply Chain: Risk Management Workbook

• Objective of the process

• Methodology and approach

• Who should own and/or contribute to the workbook

• When / how often should it be completed

• Additional thoughts
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